G TEXAS
HEHE DELIABILITY
HEENTITY

Zip File Encryption

SecureZlP & WinZip
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Choosing Your Program

e Texas RE currently uses SecureZIP although
WinZip and its related file types are compatible
and vice versa.

o Both applications handle strong encryption.
e SecureZlP supports digital certificates.
e SecureZlP can be centrally managed.

o If you would like more information on SecureZIP or
WinZip please contact itsec@texasre.orq
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WinZip: Password Best Practices

At least 12 characters in length
Do not use a codified password set

Be random not contain any dictionary, common
words or names
Use all four character types:

At least one Upper Case Character

At least one Lower Case Character

At least one Numeric Character

At least one Special Charactere.g.~, ' @ % * % & “;
Password Notification method:

Email is OK, do not send the password with the
attachment

Do not use the word “password” or “key” or related
reference in the body or subject of the email containing
a password
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WinZip: CIP-007 and Your Password

Standard CIP-007-3 — Cyber Security — Systems
Security Management Requirement 5.3

“At a minimum, the Responsible Entity shall require and
use passwords, subject to the following, as technically
feasible:

Each password shall be a minimum of six characters.

Each password shall consist of a combination of alpha,
numeric, and “special” characters.

Each password shall be changed at least annually, or
more frequently based on risk.”
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SecureZlP: Open SecureZlP

1) Click the Start button
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Microsoft Excel 2010

@ Microsoft Lync 2010
d’j Motepad

Adobe Reader X
Command Prompt
Calculater
Microsoft Word 2010

Microsoft OneMote 2010

Microsoft Visio 2010
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All Programs
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2) Click “All Programs”
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. Microsoft Silverlight

; Microsoft Windows AIK
. Merc 7 Essentials

, OnGuard 2010

PI System

| pidgin-otr

. QuickTime

J Real

J Samsung CLP-310 Series
. SecuredIP

2 SecureZlP Attachments Status

B SecureZIP for Windows
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&% Switch User Interface

., SharePoint

| ShoreTel

, SolarWinds TFTP Server

, SonicWALL 55L-YPM MetExtender

Sprint

/| Startup
| Systemn Center Operations Manager 200
J Trend Micro OfficeScan Client
| VMware

Back

Search programs and files

m

KMol -TelleT:

3) Click “SecureZIP for

Windows”




SecurelZlP: Adding Files to Encrypt

|®‘ M v New Archive ZIP - SecureZIP . m X
| Home_| Organize  Com pression  Extraction  View  Miscellaneous @ T
g @ u@ u\tﬁ @ @ V| Enable Encrypt Files Strong: Recipient list or passphrase A A
2 2 =
‘ ‘ a . I"| Enable Sign Files
Add | Extract Encrypt Sign  View  Email = Wizard
Files~ | Files~ - Archive ¥
G‘ Add Files Securi ity Wizard
Add Files and Email... Type Modified Attributes Folder
clicking “Add
Files” ->
“Add Fil "’
les...
Selected i, 0 byes | Temlofieobge
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SecurellP: Selecting Files to Encrypt

55 Add Files
AT | L. = SecureZlP_Education - | 3 | | Eearch P |
Organize » Mew folder 4= - @

'@ podeasts “  Name Date modifi
Videos E :
E [ SecureZlP_document.docx 71/28/2011 1
) @ SecureZIP_drawing.vsd 7/28/2011 11
18 jrayer-It =
SecureIP_Spreadsheet.xlsx 71/28/20111
£, Local Disk (C:)
5 jmayer (\\texasrelocahdata\users) (H:) o = | -

File name: ]
Compression filter: [Smndard '] [ << Advanced
Encrypt files [ 5ign files [T Move files

Files to Compress

Mame Load List...

+ C:\Support\SecureZIP_Fducation\SecureZIP_Spreadsheet, xlsx

+ C:\Support\SecureZIP_Education\SecureZIP_document. docx —

+ C:\Support\SecureZIP_Education\SecureZIP_drawing.vsd
Delete

Exdude/Incude

ok | [ ootors.. | [ cancel | [ Hep
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SecureZlP: Naming Your File, Setting Location

a Save Archive As

 a
@u'l . v jmayer-It » Local Disk (C:) » Suppert » SecurefIP_Education - |¢7 || Search SecureZIP_Education P|
Organize * New folder 4= - @
~ - = . .
49 Favorites il MName [late modified Type Size
Bl Desktop ‘i|
4 Downloads

Mo iterns match your search.
UE
<, Recent Places

> |4 Libraries

(M| jmayer-It
b &L Local Disk (C:)
> jrayer (\texasr =

File name; SecuredIP_documents.zip

Save as type: [Z[P Files (*.zip;*.zipx)

Split size: [Auto-Detect

“ Hide Folders

| save ][ Cancel ]

Choose a location for your file and a
name for the encrypted zip file
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SecurelZlP: Setting the Passphrase

Type the passphrase
twice and hit “OK”

ﬁ Enter Passphrase and/or Choose Recipients for Encryption

[E Flease enter the passphrase to encrypt your files
Eassphrase: SRR EEREERERE

Confirm passphrase: ®esssssssss

v

Please choose the certificates for the redpients that you wish to encrypt for

Type name or email address to locate certificates in directories:

Certificates

Expires Issuer

(R Personal Certificates

- Other Local Certificates

Click OK. to encrypt, or dick Skip to skip encryption.

Search
Advanced...
Select All

Clear

View Certificate...

K, ] [ Skip ] [ Cancel ] [ Help
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SecureZlP: Check .Zip File Contents

Compression

SecureZIP_documents.zip - SecureZIP

Extraction \’Llﬁ

Miscellaneous

¢

T

[
V| Enable Encrypt Files Strong: Recipient list or passphrase

i " Enable Sign Files

4

ﬁ SecureZIP_Spreadsheetxlsx

8,753 B  Microsoft Bxcel W...

1/28/2011 1:42 PM

Add Extract Encrypt Sign View  Email = Wizard
Files~ Files~ Archive Use FIPS 140 Mode -
Actions I | Security fa || Wizard |
MName . Size Type Modified Attributes Folder
&l SecureZIP_document.docx 12KB Microsoft Word D... 7/28/2011 10:50 AM A
ﬁ @]Secureﬂp_drawing.wd 142 KB Microsoft Visio Dr..  7/28/2011 10:51 AM A
A

Selected O files, O bytes
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WinZip: Open WinZip

1) Click the start button

Calculator

WA Adobe Reader X

@ Microsoft Word 2010
@ Microsoft Lync 2010

P_pﬂ Microsoft PowerPoint 2010
V.ﬂ Microsoft Visio 2010

@ Microsoft Excel 2010

Ch

:' Getting Started

f‘l‘:‘;j Paint

!' Connect to a Projector

@) Connect Mouse for Bluetooth

DT

| |Sesr\:h programs and files

2]

——

‘ i el |

2) Click “All Programs”

B} Adobe Help
- Adobe Reader X
@ Default Programs
@ Desktop Gadget Gallery
IDT Audio Control Panel
@ intemet Explorer (64-bit)
e Internet Explorer
9 RAT-STATS 2007
&, Windows Anytime Upgrade
&1 Windows DVD Maker
3 Windows Fax and Scan
€ Windows Media Center
I Windows Media Player
= winzip
<4 XPS Viewer

. Accessones

Adobe

. Druvaa inSync

. Games

. HP

. Inted

. LightScribe Direct Disc Labeling

3) Click “WinZip”
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WinZip: Setting Encryption
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@ | ’\/) @ _{.ﬂ = | WinZip

Home Backup Tools Settings Layout Help Upgrade '@'
79/ Indude~ | @ S FIPUpload ~ | ﬂ 3% | W unzip and Install | [~ | &a 7< Delete
T Filter = &% Burn CD/DVD = 43 Unzip Options ~ p gb. Rename
Zip Attach to o 1-Click Unzip . . N COpen Select
qncrypt E-mail= k. ConvertZip File | yngzip - Unzip Entire WinZip File | wwith ~ - | Mew Folder
Comfiress Send Decompress View Editing
2 Name Type Modified Size Ratio
< | 1n 3
Choose "Mew” to create or "Open" to open an archive a0

Check the ‘Encrypt’ Check Box
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WinZip: Setting Encryption

D@ A = | winZip (=@ = |
B- Home Backup settings Layout Help Upgrade '@'
ke Span: Automatic - || 0D zip: |Maximum v || & Level: |AES(256-bit) ~ || - ' _ﬁ‘!\_\_
0 Split: 1.2MB = @ Zipx: | Best method -
o Options Restore
Custom Size (ME): 1.0 . Cautions
Multi-part Zip file Compression Method Encryption Configure ' Messages
2 Name Type Modified Size Ratio
< | [} ]
Choose "New" to create or "Open” to open an archive a0
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WinZip: Selecting Encryption Level

(531 %@ A~ | winzip =)
Home Backup Tools Settings Layout Help Upgrade ':@'
Il span: Automatic - | LD Zip: | Maximum ~ || &) Level: |AES (256-bit) : % l
o split: 1.2MEB || £ Zipx: | Best method d AES (256-bit) )
Custom Size (ME}: 1.0 AES (128-bit) options gﬁ;%r:s
Zip 2.0 [Legagy)
Multi-part Zip file Compression Method Efrerypoer—— | Configure ' Messages
L MName . Type Maodified Size Ratio
N
4 1 3
Choose "MNew" to create or "Open” to open an archive 00

Under the encryption section,
select ‘Level’
TexasRE will exclusively use 256-bit encryption
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WinZip: Selecting Files to Encrypt

= —~ = - » — - — el L | (2 b
gy e — — —_—
OO [ v o o e »
Organize = (V] Open Share with Burm New foider - 5 ®
Favornes “  Neme Date modfied Type Sire
B Desdtop 1) Report drawing vid 4/19/2011 536 AM Miczosoft Vigss Dy 0Ks
& Downloads 7] Report Spresdibeet xdux 4719/2031 846 A Miceosoft Escel W oK
L Recenn Places 1) Report.docx 421972033 915 AM Mucronedt Word O 0 K8

L CP-Standacds

b FRP- (Frequently Reference Procedures)
b Audts - Shortout

b NERC

i Libraties -
* Documents
o Music
- Puctres
B Vvideos

1= Computer
& Local Disk (C)
x* aholgun (\texasrelocall data\users) ()
% public (\Texswrelocalshared) () )
x* regiatration (\Yexasrelocal\data) (R:)
* omepdats (\texasrelocal) (S)
* op (\Texssrelocel cmepdata) ()

(Wl 3) 3 nems selected  Tide Addatue Size: 8.54 KB
T Authe

5 Add an author

Date moadiedt 4719/2011 916 AM

Tagy Add sty
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WinZip: Naming Your File, Specify Location

1) New WinZip File S
% | . » Winziped » - | +y | | Search Winzip ed 2 |
Organize » MNew folder =~ [l @

¢ Favorites * Name Date modified Type
Bl Desktop :Q CIP.zip 4/19/201110:24 AM  WinZip File
& Downloads L) ourzipfilezip 4/19/201110:07 AM  WinZip File
=l Recent Places = @ test.zip 4/19/2011 9:37 AM  WinZip File
.. CIP-5Standards :Q Testing.zip 4/19/2011 9:43 AM WinZip File
. FRP- (Frequently @ your report filezip 4/19/201110:31 AM - WinZip File
. Awudits - Shortout
W NERC
il Libraries
@ Documents
J‘F Music
[ Pictures
B videos RN L] | t
‘_ame: AZippedfile - |zipfiles (“ip) *]
[ Help ] [ Create |vJ ’ Cancel I

Name your file per convention.
Specify the folder where the file will be saved.
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WinZip: Naming Your File

WinZip Caution

_IA You should be aware of the advantages and disadvantages of the

S warious encryption methods before using this feature, Please click
on Help for more information, particularly if this is the first time you
are using encryption,

W [C] Don't display this message in the future I POK J[ Help

It is okay to check the “Don’t Display...” box
Click “OK”
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WinZip: Setting the Password

’ Encrypt . u

MOTE:  This passwerd will remain in effect for all files that you add to or extract
frem this archive until the archive is closed.

PASSWORD POLICY: Password must be at least 8 characters long.

Enter password:

Be-enter password (for confirmation):

Hide the password

OK Cancel ] [ Help

Type in and confirm the CIP compliant password.
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WinZip: Encrypted Contents Displayed

— e

- . -

—~—
Y ) O T
U\_J |,. b‘Vﬂ\zlpgd ’T?w. |&,|‘S.aﬂ:ﬁ.mzp_a )’J‘
Organize » CI) Open with WinZip + Share with Print E-mail Burm New folder - Al @
e e + Neme : Date modified Type Size
B Desktop | Dl AZippedfile.ip 4/19/2011 12:48 PM  WinZip File 6KB
18 Downloads 3] Report drawing.ved Microsoft Visio Dr... 0KB
75 Recent Places (] Report Spreadsheet.xlsx Microsoft Excel W... 9KB
|| CIP-Standards ] Report.docx 4/19/2011 915 AM  Microsoft Word D... 0KB

| FRP- (Frequently Reference Procedures)
| Audits - Shortcut
| NERC

& Libraries =
[ Documents
&) Music
&) Pictures
B Videos

18 Computer
&, Local Disk (C)
® aholguin (\\tewsrelocal\date\users) (H:)
# public (\\Tewsrelocalshared) (P:)
9 registration (\\Texasre.local\data) (R:)
8 cmepdata (\texasrelocal) (5:)
8 cip (\\Texasrelocal\cmepdata) (X:)

AZippedfilezip Date modified: 4,/19/2011 12:48 PM Date created: 4/19/2011 12:48 PM

fl ¥
% WinZip File Size: 5.76 KB

Check the newly created .zip file for integrity
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WinZip: Check .Zip File Contents

| ¥ ¥ A = | WinZip - AZippedfilezip (o[@] = |
Home Backup Tools Settings Layout Help Upgrade '@'
7Y Indude - | Zﬂ & FIPUpload = | ﬂ 2, | & unzip and Install | [~ 7% Delete '
T Filter = &% Burn CD/DVD = 4 Unzip Options ~ p b Rename
Zip Attach to 1-Click Unzip Open Select ..
+| Encrypt E-mail ~ |/ ConvertZip File | yngzip - Unzip Entire WinZip File | with ~ + | i New Folder
Compress Send Decompress View Editing
% Mame Type Maodified Size Ratio
.ﬁ @ Report drawing.vsd™ Microsoft Vis... 4/19/2011 816 AM 1] 0%
q.ﬁ Report Spreadsheetxdsx® Microsoft Ex..  4/18/2011 9:16 AM 8746  39%
.ﬁ Report.dood® Microsoft W...  4/19/2011 815 AM 1] 0%
< T 3
Total 3 files, 9KB a0

Selected 0 files, 0 bytes

;. TEXAS

ENTITY

Double-Click on a file to open it

#RELIABILITY

21




WinZip: Check Password

Decrypt

Enter password:

Hide the password

OK

Cancel

Help

You will be prompted for the password.
Once typed in, the password will be cached.
This is a test to make sure the password is correct.
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Q&A

Contact Texas RE ITSEC if you have any questions.
itsec@texasre.org
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